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Scams to Watch Out for 

During This Holiday Season 

 
 

It’s that time of year where we open up our hearts, ready to give more; that good ‘olé jolly spirit of tidings and 

pure joy! During the spirit of giving to our family, friends and philanthropically to charities we can easily get 

distracted and let our guard down, falling prey to scammers. The holiday season is the time to be on high alert 

and watch out for fraud because nothing puts a damper on the holiday more than the fraudulent grinch that 

stole Christmas… and your hard-earned money too!  

Here is how to protect yourself from this year’s top holiday scams that are easy to fall for. 

  

Online Shopping  

Did you know? Approximately 60% of consumers 

will buy all or some of their holiday shopping 

online making themselves prime targets for 

scammers.  Online scammers often use URL 

spoofing, the creation of fake websites, offering 

deep bargain discounts and auction listings of 

popular items marked far below market value. 

Scammers often entice you to click on these links 

that will direct you to other websites that may look 

like a familiar trusted retailer. Before clicking on 

these eye-catching ads, make sure to check the 

following: 

Website address: Carefully read the website 

address and look for missing or extra letters of the 

retailer’s name and words like “deals,” “sales” or 

“discounts” as part of the URL.  

Shortened URLs: You may find these on social 

media sites, websites or in an email.  These 

shortened URLs leave you clicking blindly since 

you can’t see what address it will take you to.   

Links with weird characters and misspelled 

links: These links are created to look very similar to 

a trusted link.  Ex: paypal.com (with the letter “l”) 

vs. paypa1.com (with the number 1) 

Verify the Domain Name: “https://” stands for 

Hypertext Transfer Protocol Secure, meaning 

you are on a secure site.  Checking the domain 

name in your browser will verify that you are 

shopping with a trusted retailer.  Do not shop on 

websites that have a domain name with “http://”. 

Red flags to look for: shopping sites that don’t list 

a phone number or street address of the business, 

offers only an email address and fill-in contact form 

or a site that does not have a privacy policy. 

Phony Shipping Notifications 

False shipping notifications are intended to trick 

customers into handing over sensitive personal 

information through emails that look like they are 

from UPS/ USPS/ FedEx.  Their look-a-like 

template website notifies you of a shipment on its 

way and request you to arrange for delivery.  When 

you click on the link provided to update your 

shipping preferences you are really downloading 

keystroke logging malware that tracks your 

computer activity making it easy to steal credit card 

numbers. 

Another tactic, a “sorry we missed you” message 

left on your door requesting you to call to arrange 

delivery.  However, if you call the number the 

scammers will attempt to get your bank account 

information.  

If you have any questions about a package being 

delivered to you, contact your UPS/ USPS/ FedEx 

directly.
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Porch Pirates 

 

To protect your online purchases from good old-

fashioned theft from your doorstep, consider 

requiring a signature for delivery so that your 

packages aren’t left vulnerable. Consider delivering 

to an alternate location, such as your work address 

or you can use a local designated pick up locker 

from Amazon for your deliveries.  

Gift Card Scams 

NOTE:  NO government agency or reputable 

business will EVER ask for payment with gift 

cards. Gift cards are for gifts, NOT for 

payments.  

Gift card giving increases during the holidays and 

so do scammers looking to steal your money.  The 

FTC says gift cards are now the number one 

payment method that con artists use; reported 

incidents have increased to 300% since 2015.  

Report gift cards used in a scam to the companies 

that issued the gift cards and to the FTC at 

www.ftc.gov/complaint.  

Be Alert: Scammers call or send an email outlining 

a scenario in which they ask for immediate money 

through a gift card payment.  Some scenarios could 

include scammers posing as IRS officials saying 

you’re in trouble for not paying taxes, a family 

member or friend with a notable illness or in need, 

or a public utility company threatening to shut off 

your services. Another, calling with news that you 

won a contest or prize.  Requests for payments are 

asked for on specific popular gift cards such as 

iTunes, Google Play, or Amazon.  Scammers will 

ask for the gift card number and the PIN on the 

back of the card.  Gift cards are just like cash for 

scammers.  Spending is anonymous and scammers 

don’t need the physical card to use them.  

Scammers know how to play on your sympathies, 

hopes and fears.  If you receive an email asking for 

money assistance do not respond or give any form 

of payment through gift cards or wire transfers.  

Refuse to pay for anything over the phone unless 

you initiated the call.  

  

Stolen Gift Card Numbers: Thieves often remove 

gift cards from the display, copy the number and 

then put it back in the front on the shelf.  The 

scammer then waits for a customer to buy the gift 

card.  They will continue to check the gift card 

balance on the website and wait until a dollar 

amount is loaded on the card.  The thief will then 

use the card online and in some instances can make 

a duplicate card for in store purchases. When 

purchasing your gift cards, check the packaging, 

card and pin number for evidence of any tampering.  

Choose gift cards that are less accessible to you, 

picking from the middle or back of the rack rather 

than the one closest to you. 

Parishes targeted by scammers: In recent months, 

parishes, including Church of Saint Leo the Great, 

have been targeted by a text or email scam.  Within 

our Parish, a targeted email was sent out from a 

scammer posing as Father John Folchetti using an 

email address that looked like it was officially from 

our Pastor.  The con was an urgent request for 

money in the form of payment through a Google 

Play card and gift card.  The urgent  matter uses 

several different tactics playing on emotion to get 

you to respond.   

Please be aware that no priest, deacon or 

religious would ever use such a method to solicit 

funds  from you.  No matter how urgent the 

matter seems, please do not respond to these 

emails.  Contact our Parish Center immediately 

at 732-747-5466. 

 

Fake Charities 
 

The holiday season is a time to give back to the 

community.  It’s also a time for scammers to take 

advantage of your generosity.  Legitimate charities 

increase their solicitations for donations and 

scammers create fake charities, website spoofing, 

that may look like reputable charities. They solicit 

to you through emails, phone calls and social media.   

Before donating to a new charity, verify the charity 

by searching online at www.charitynavigator.org, 

http://www.ftc.gov/complaint
http://www.charitynavigator.org/


 
Church of Saint Leo the Great  • 50 Hurleys Lane, Lincroft, N.J. 07738 

732-747-5466  •  www.stleothegreat.com 

www.give.org, or www.guidestar.org or through a 

state agency that verifies charities.  

If you are dealing with a charity through email or 

social media, make sure to check the sender’s email 

and website address as well as any links to make 

sure they match the organizations official URL.  

Remember that often scammers create websites that 

disguise themselves as the legitimate organizations 

(spoofing).  

Donate by using a check or credit card instead of 

wire transfers or cash.  Avoid donating over the 

phone or through social media.   

Red flags to look out for include aggressive pitches 

and high-pressure tactics, names that sound almost 

identical to established charities and spammy emails

 

Scam Do’s & Don’ts 

 

DO DON’T 
 

 

Mouse over links in emails and social media 

ads to display the URL. Click through only if 

you are certain it is a legitimate website.  

 

 

Don’t make purchases on websites unless the 

URL begins with “https://” NOT an “http://”  

or there’s a padlock or unbroken key icon in 

the address bar or at the bottom of the browser 

window.  These security features indicate a 

safe and secure connection. 

 

 

Pay by credit card.  It is easier to dispute 

charges if it turns out you have been scammed. 

 

 

Don’t make any online purchases while using a 

public WiFi network.  This may not be secure 

and will leave you vulnerable to thieves.  

  
 

Research unfamiliar retail and charity sites 

online.  Search for their names using terms like 

“scam,” “complaints” or “reviews.” 

 

 

Don’t make any purchases or donations if the 

website or person you’re speaking with is 

seeking payment by wire transfer, gift card or 

prepaid card.   

  
 

Look for return and refund policies when 

shopping on an unfamiliar site.  

 

 

Don’t let yourself fall prey to scammers who 

play on your emotions to scam you.  

 

Report all scams to www.ftc.gov/complaint  

and contact your local police department and retailer. 

http://www.give.org/
http://www.guidestar.org/
http://www.ftc.gov/complaint

